55 38 %46 9 W) W ofF % W
2017 %9 H

Vol.38 No.9

Journal on Communications September 2017

doi:10.11959/j.issn.1000-436x.2017180

EFRNERFHEHIIM L ZNIES =

RE ', G, LR, RF?
(L. RS B TRER 2 =B, g M 4500045
2. bR TR L BE, dbnt 1001245 3. PR FNBE, IR K 410073)

B E: ARUFRIRS R, S RSO T PR B K = 7 G R RIS TN R
BUZAETHTHIIAE, B B 5 (0 B R o AR R, 3 2 Sk . 2 IR G5 F- & o (K R AU LA R L (R AT
A, UM TR ZR R A RGIE B AR TR, T RS T 2P A MW s, JEHRAT
B B FACR A RE R AT i, RENE IR L b T T 2 IR 5 1 (s IR

XBIA: WRHE: U PRSI AL

HESES: TP309 SCHRFRIRAD: A

Remote attestation scheme for cloud platform
based on double-layer unbalanced hash tree

RONG Xing'?, SHEN Chang-xiang”, JIANG Rong’, ZHAO Yong’

(1. The 3rd Academy, PLA Information Engineering University, Zhengzhou 450004, China;
2. College of Computer Science, Beijing University of Technology, Beijing 100124, China;
3. The 6th Academy, National University of Defense Technology, Changsha 410073, China)

Abstract: In order to validate the service of cloud, an improved remote attestation scheme based on unbalanced hash tree
of cloud platform was proposed. Double-layer unbalanced hash tree was built by introducing layer, original single tree
was expanded to main tree and sub tree, which corresponded to virtual machine in cloud platform and the running com-
ponents in virtual machine. Attestation needs no more than measurement component and authentication path. The analy-

sis shows that this scheme can increase the attestation efficiency of cloud platform, and is good at protecting privacy and

expandability, which is suitable for validating cloud platform service.
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